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This slides is to show how to set up SOTI enroliment settings.
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Click “NEW GROUP” and click “New Root Group” to categorize devices.

SOTI MOBICONTROL |

Devices

CIPHERLY;

Smarter

GROUPS @
EQ viewal
> Cipherlab
v hhytest
RS35
RS36
RS38

> MyCompany
New Group Fri 25 Oct 2024 0
> Nick Demo
PPR_Enterprise
PPR_WorkProfile
SW PM device

Warehouse Devices

[ New Root Virtual Group

|° NEW GROUP

LAST CONNECT DATES (ALL TIME)

DEVICES (1-150f15) 50 v

DEVICE NAME

RS38-GH124...

Enterprise...

RS36_cl123...

Ketul RK26

Cipherlab-R...

RS38_GHI12...

RS538-unavai...

R538_GH12...

AndroidEnt....

PerPage 10f1

MANUFACTURER

CipherLab

CipherLab

CipherLab

CipherLab

CipherLab

CipherLab

CipherLab

CipherLab

CipherLab

MANUFACTURER MODEL

Q

MODEL

RS38

RS36

RS536

RK26

RS38

RS38

R538

RS38

RS38

® CipherLab

OS VERSION

DEVICE FAMILY OS5 VERSION

20

BATTERY PERCENTAGE
— 55%
S 07%
o 100%
- 22%
- 39%
- 00%
L 86%
G 30%
- 20%

AVAILABLE MEMORY

- 5.33GB/7.33GB

- 1.57GB/3.58 GB

- 1.77GB/3.58 GB

- 2.07GB/3.58GB

- 433GB/7.33GB

- 5.09GB/7.33GB

- 2.51GB/5.36 GB

- 495GB/7.33GB

- 4.42GB/7.33GB

Columns View: Default v

PHONE NUMBER

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

USERNAME

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown

Unknown




Click “All Policy” and click “NEW ENROLLMENT POLICY” to create a new enrollment setting.

SOTI MOBICONTROL | Poli @ L] (A Haoyunmsueh v

Policies

Family:  All % Status:  All v B 0 NEW ENROLLMENT POLICY

@ Asofnow, only Google, Apple, Windows Modern and Linux policies are visible here. Other platforms will be available soon. To view and manage them, visit the legacy console here.

Apps
Configure and Manage Apps that will be

- R -~
accessible on your devices Enrollment Policies (1-80f8) 50 v PerPage lofl vl

O

Compliance NAME FAMILY ENROLLMENT ID/PIN ENROLLMENT URL LAST MODIFIED DATE

Customize criteria that define whether or not

your devices are compliant O (@) Android Enterprise RS36 & Android CIMSHMB6 0022206.mobicontrol.clou... 2024-07-12 1:48:51 PM
O @) Enterprise_WorkProfile & Android BYTYWG36 0022206.mobicontrol.clou... 2024-10-118:51:18 PM

Enrollment -
- O @ KetulTest & Android WDLCKVES 30022206.mobicontrol.clou... 2024-08-16 12:28:50 AM

All Policies -

ANQToI0 Enrolment QR Coges O &5 () PPR_Enterprise_WorkMan... W Android SNLGRZE6 /a0022206.mobicontrol.clou... 2024-10-03 7:54:51 PM
File Sync O (@) Prins_Enterprise_WorkMa... & Android JCANUES9 https://a0022206.mobicontrol.clou... 2024-07-02 9:55:13 PM
Exchange and sync files between your devices
and a specified server O @ rick & Android QFXKUHS3 30022206, mobicontrol.clou... 2024-07-11 11:37:26 AM
Signal O ©) SPM test & Android PPDZMN33 hitps://a0022206.mobicentrol.clou... 2024-10-08 3:30:43 PM
Trigger automated actions based on configured
conditions D L;." Warehouse Devices W Android HWLEUMG4 0022206.mobicontrol.clou... 2024-10-01 8:55:17 PM

Device Relocation
Relocate devices into a new group based on the
parameters setup

Data Collection

Collect information from your devices by

ClPER U configuring device data points

Smarter

Alerts =
Create rules to get notifications about changes

to system, deployment server, and devices




Click “Android Enterprise” to create pollicy for Android devices.

ENROLLMENT POLICY

o As of now, only Google, Apple, Windows Modern and Linux policies are visible here. Other platforms will be available
soon. To view and manage them, visit the legacy console here.

Enroll devices into MobiControl by setting up an Enrollment Policy

Please Choose *

”~ 2 B
C/ - =
Google 2 Apple 2 Windows 2 Linux Printer

Android Enterprise

Chrome05

CIPHER{Y:

Smarter

.




Fill in policy name and select “Google Account Type”.
### If select “None” user will need to login google account by themselves.###

Ial ENROLLMENT POLICY | Android Enterprise @

o GEMERAL

Start creating an Enrollment Policy for Android Enterprise devices.

Details

Name* hhytest

Description

Enterprise Bindings

Google Account Type © [ o [ Domain

CIPHER Lm

Smarter




Select “Management Type”.

Ig3! ENROLLMENT POLICY | Android Enterprise

N
‘\\//‘ GENERAL o DEVICE TYPE

Choose the management type for this Enrollment Policy.

Management Type

Focuses on corporate-owned devices used as kiosks, for inventory management, and digital signage. Offers

administrator the deepest, granular control over device.

Work Profile

Focused on BYOD (Bring Your Own Device) strategy and ensures a clear separation between personal usage
of device and work profile, where corporate data resides securely. Offers complete control over work profile

but no additional control over rest of the device.

Enroll via Android Management API

Corporate Personal

Focuses on corporate-owned devices also employed for personal use. A combination of Work Managed and
Work Profile, it separates work data from personal data. Offers deeper controls to the administrator like

Work Managed, however, there are many safeguards to ensure data privacy.

Enroll via Android Management API

CIPHER].\:]

Smarter




Select “User Authentication for enrolilment” and select a group for enroliment.

Iﬁl ENROLLMENT POLICY | Android Enterprise @

I@I GENERAL I@I DEVICE TYPE o GROUPS

Choose whether to enable authentication, then provide your authentication settings.

Authentication
User Authentication for Enrollment * “ Yes

Device Group

Device Group Destination *

> Cipherlab
@ hhytest

2> My Company

PPR_Enterprise

PPR_WorkProfile

SW PM device

CIPHER Lm

Smarter




Turn on “Enroll Device even if Play Integrity Attestation Fails”.

Iﬁl ENROLLMENT POLICY | Android Enterprise

N N ')
l\\_//l GENERAL l\\_//l DEVICE TYPE ‘\\_//‘ GROUPS o SETTINGS
Configure additional settings for your Enrollment Policy.

Details

Enrolled Device Name ™ AndroidEnterprise %AUTONUM%
Preserve Device Location on Re-Enrollment

Preserve Device Name on Re-Enrollment

Enroll Device even if Play Integrity Attestation Fails

Deploy Latest Plugins to Device

8188 -

TP Y
l‘\ MAMAGE PLUGINS /,'

Advanced Settings >

Permissions

Request the Android OS to obtain the below permissions at enrollment by enabling them. Depending on the
device's configuration, this may require device user interaction.

Draw Over Other Apps

Modify System Settings

ClPl.ER LAB Notification Access

Smarter

Usage Access

BACK CANCEL

EBOBB




If not using QR code to enroll, user have to enroll by fill in this ID.
###Can’t use all pre-load APPs if not using QR code to enroll.###

SOTI MOBICONTROL | Policies

® J;! ‘ A Haoyun.Hsueh v

CIPHERLY;

Smarter

Policies Family:  All = Status:

Apps
Configure and Manage Apps that will be

accessible on your devices Enrollment Policies (1-90f9) 50 W

O

Compliance NAME

Customize criteria that define whether or not

your devices are compliant () Android Enterprise RS36

(@) Enterprise_WorkProfile
Enrollment =

2) hhytest
All Policies oy

Android Enrollment QR Codes (@) Ketul Test
File Sync

Exchange and sync files between your devices
and a specified server

Signal @ rick
Trigger automated actions based on configured
conditions @) SPM test

Device Relocation

OO0 000 o0oo0ooo

(&) warehouse Devices

Relocate devices into a new group based on the
parameters setup

Data Collection

Collect information from your devices by
configuring device data points

Alerts =
Create rules to get notifications about changes
to system, deployment server, and devices

& (O PPR_Enterprise_WorkMan...

() Prins_Enterprise_WorkMa...

All

Per Page
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FAMILY

Android

Android

Android

Android

Android

Android

Android

Android

Android

o

ENROLLMENT ID/PIN

CIMSHM86

BYTYWG36

WDLCKVEE

SNLGRZE6

JCANUE8S

QFXKUH53

PPDZMN33

HWLEUMGA

B 0 NEW ENROLLMENT POLICY

@ Asofnow, only Google, Apple, Windows Modern and Linux policies are visible here. Other platforms will be available soon. To view and manage them, visit the legacy console here.

ENROLLMENT URL LAST MODIFIED DATE

0022206.mobicontrol.clou... 2024-07-12 1:48:51 PM

0022206.mobicontrol.clou... 2024-10-11 9:51:18 PM

https://a0022206.mobicontrol.clou... 2024-10-24 3:25:55 PM

https://a0022206.mobicontrol.clou... 2024-08-16 12:28:50 AM
https://a0022206.mobicontrol.clou... 2024-10-03 7:54:51 PM

/ad022206.mobicentrol.clou... 2024-07-02 £:55:13 PM

2024-07-1111:3T:26 AM

2024-10-08 3:30:43 PM

2024-10-01 8:55:17 PM




Click “QR Code Configuration”.

ENROLLMENT POLICY INFO | hhytest @

N
Device Enrollment Options (=)
Policy Type Android Enterprise
Enterprise Bindings None

®

Android Agent Enrollment ID Enrollment URL
Use the MobiControl Agent Enroll using your web browser
-
.E| o]
(1%
MobiControl Setup Stage Programmer
Enroll using either an INI or APK file Provision using Stage Programmer

LT
e
QR Code Configuration

Enrcllusing a QR Code

CIPHER Lm

Smarter




Fill in QR code configuration name and fill in Wi-Fi information to make enroliment faster.

ENROLLMENT POLICY INFO | hhytest (@)

Configure QR codes used for Android Enrollment

QR Code Details

Name * [ hhytest ]

Description

Download and Enrollment

Enrollment ID/URL DNNMRTE3

Agent Download Location

Wi-Fi Network Configurations

Wi-Fi ssID
Wi-Fi Security Type None ~

Wi-Fi Password

CIPHER Lm Hide Wi i

Smarter

SAVE AND GENERATE SAVE



Turn on “Enable All System Applications” to use APPs pre-load in devices.

ENROLLMENT POLICY INFO | hhytest ®

Configure QR codes used for Android Enrollment

Hide Wi-Fi

Proxy Auto-Configuration URL

Configure Proxy >

Additienal Android Enterprise Properties

Skip Encryption

I Enable All System Applications g

Package Download Cookie Header

Set Locale
Timezone

Set Device Date and Time

Admin Extras Bundle

CIPHER Lm

Smarter

CANCEL SAVE AND GENERATE m




